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Executive summary
This paper reviews some of the possible impacts on identity from three broad fields of technological
advancement: biotechnology; automation and robotics; and information and communications technologies. It
considers a time horizon of 15 years.
Identity is central in human activities. Having a functioning psychological and social identity is essential for
wellbeing. Threats to identity are serious threats and often evoke strong reactions. Yet we have multiple,
changing identities. Shifting between different social identities in different contexts (jobs, family, friends, etc.) is a
necessary part of everyday life. Legal identities are essential for the functioning of modern societies.
Increasingly, online identities serve not only to give us access to different resources but also to help us link our
different social identities. Technologies that affect how our identities function can have important effects on the
individual and on society.
Online identities will be growing rapidly in importance and will raise a plethora of issues. They are sometimes
formalizations of social identities but are fundamentally more rigid. This (and the large number of online
services) leads to people using multiple identities. Linking multiple identities to a legal identity and across time
and domains can cause problems, in the form of breaches of privacy, risks of identity theft, damage to
reputations, and reprisals. Gathering identities into identity metasystems can solve some of these problems
but at the expense of posing new challenges such as border-crossing identity systems of unclear jurisdiction,
massive data breaches, and expanding the power of identity providers over the identified and their social
interactions.
Virtual worlds – be they online games, social spaces or teleconferencing, will grow in reach and use. Users
feel strongly about their online identities and want control over them despite weak legal protections. Successful
social spaces allow negotiation between users and the maintainers. As online identities become more important
it is likely that formal legal protection for them will be needed, yet it will be hard to implement effective
enforcement and avoiding strangling social and entrepreneurial creativity.
The augmented world and exoselves: In the words of one author, the generation growing up now will “never
be alone, never lost, never forget” – the constant connectivity holds together social networks regardless of
location, location services makes everything findable, and life recording allows the storage of representations
of a large part of life. The resulting extended memory is likely to have significant effects on personal identity:
parts of identity will reside in a persistent “exoself” of information and software. Life recording will also likely to
synergize with social networking into seamless “life sharing”. The limits of privacy will be pushed as a
generation grows up with this technology. Even if the average person in 2025 is not using full lifelogging, many
of the functions being explored today will likely exist in the background of their technology.
Identity technology: Not only humans but objects are gaining persistent, traceable identities. RFID-tags and
other methods will give many objects a much richer identity, allowing them to be identified not just as belonging
to a category but also as individual objects, possibly without direct touch. Similarly, biometric identification
and data fusion – the combination of evidence from several “senses” – will make automatic remote
identification of people easier (especially since they might carry a recognizable constellation of RFID tags and a
smartphone). Thanks to rich databases and new probabilistic algorithms, identity resolution (constructing a
persistent identity from various records) is increasingly feasible. Such systems can allow wide-ranging
transparency and accountability, but also threaten privacy and secrecy. Finding the proper regulation and social
norms for a nearly totally identifiable society will be a major process over the next 15 years.
Automation and robotics will have broad but diffuse impacts on various aspects of identity, mainly by gradually
changing the nature of work and impacting labour markets. These effects will represent a continuation of
long-term trends that have led to urbanization and to a remarkable growth of the service sectors of advanced
economies. Both IT skills and people skills will be in demand on the labour market. Careers will become
4

more fluid, and it will be important for the country to have a work force that is adaptable and that can master
new skills as need arises.
A major breakthrough in artificial general intelligence could have extremely profound implications for society
and for many aspects of identity; however, this must be regarded as a unlikely possibility within the given 15 year
timeframe.
Medicine and personalized health are not only about health but also about the expression of social identities.
This function will become increasingly prominent as preventive, diagnostic, and enhancement medicine grow in
importance. Eating healthy and exercising – or not – are choices that people make not only because of health
effects but also to maintain a certain social identity. Diagnostic medicine (and genomics) will expand the
medicalization of self-conception. Enhancement medicine, too, is focused very much on social identity
and self-expression rather than merely on health and biological capacity narrowly construed. It is paramount to
consider these identity-related dimensions of medicine if we are to understand how and why people will be
consuming health care resources in the future. Life extension may lead to new forms of age identities, where
people no longer identify with traditional age groups.
Genomics raises many important identity-related issues; in fact, an entire report could be written on these issues
alone. Some of the main issues include: (1) changes in self-conception as a result of knowledge about the
personal genome and how it correlates with life outcomes; (2) general changes in conceptions of human nature
and human identity as a result of better understanding genetic causation (advances in neuroscience also act in the
same direction); (3) the possibility that genomics will reveal significant differences between ethnic groups (or
differences that some will interpret to be significant) - this could have important implications for ethnic identity;
(4) genetic privacy will become increasingly hard to safeguard, thanks to cheaper gene sequencing and methods
such as PCR amplification that allow even a small sample (such as a skin flake or a hair follicle) to produce
enough genetic information. This latter implication is especially worth highlighting.
The medicalization of conception, embryo selection, and (over time) genetic modification will have
important effects on individuals - most obviously on individuals who would not have come into existence were it
not for these procedures, but also on parents whose reproductive lifespan is extended, and eventually on wider
society. The more radical possibilities of genetic modification are unlikely to come into significant use within a
15-year timeframe; however, they may become extremely important over the longer term.
Drug-use will continue to be a significant identity-related issue, and it may be joined by new concerns over novel
pharmaceutical neuroagents. There are speculations that e.g. neuropeptides could be developed that could be
distributed as aerosol and used for neurological manipulation.
Invasive brain-computer interfaces are unlikely to have widespread impacts on identity within a 15-year
horizon. Non-invasive interfaces, such as various brain-scanning techniques, could have important effects if
reliable and practicable techniques for detecting deception were to be developed (though this appears somewhat
unlikely within the given timeframe). In addition, brain scanning technologies might have effects on public
perception through fears about loss of neural privacy and as a result of mistaken “neurohype”.
A long lived, multigenerational society: Longer lifespans will lead to changes in how people regard their
identity as aged people, as well as increased diversity in how age-related aspects of identity are managed and in
cultural expectations. Intergenerational conflicts can erupt if institutions and social norms do not adapt to a
generationally, culturally and technologically diverse society.
New technologies may accentuate the vulnerability of certain groups: people who are outside identity systems,
people who need certain forms of privacy, people unable to handle the growing complexity of identity, people
who are victims of identity theft, and people with persistently ruined reputations. Developing methods for
identity rehabilitation might be important in order to reduce the risk for vulnerable groups.
5
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1. Introduction
This paper reviews some of the possible impacts on identity from three broad fields of technological
advancement: biotechnology; automation and robotics; and information and communications technologies. We
consider a time horizon of 15 years, with the occasional glance towards development further down the road.
For each of the three areas covered, we briefly review and evaluate technological advances that might plausibly
be expected within the 15 year time frame. We then seek to illuminate the potential impacts that these
development might have on social identity, and we identify and highlight developments that are of particular
relevance for governmental policy and that present novel risks or opportunities for policymakers.
Personal identity being an extremely multifaceted concept, we will not attempt here to furnish an exact
definition. We will use the term “identity” to cover a number of loosely related notions, including the selfimages and reputational capital of individuals, social and formal identifications, perceptions and prejudices
related to social group membership, software representations of identity, and more broadly changing views of
human nature. We will accept a degree of indeterminacy in the concept of identity itself, and put the focus on
presenting what seems to us the most interesting and policy-relevant insights in the general neighbourhood of
the concept of social identity.

The concepts of identity
Identity has many meanings in different domains, and in this report the following are relevant:
Much analysis of identity has been done in philosophy, in particular focusing on identity as persistence of
something, as being definable, recognizable and in particular the issues surrounding personal identity. The
philosophy of personal identity is a large field, but some of the key questions include whether there is a
persistent identity over time, how important personal continuity is, the relation between numerical identity
(being the same person) and qualitative identity (being similar to a past or future self), the links between our
minds and bodies, and whether there even exists a self.
In psychology personal identity is linked to our experience of being someone (a “core self”) and our sense of
being a particular person with a past, future and various attributes (a “narrative self”). The narrative identity is
gradually built up over the lifespan and plays an important role both in living a meaningful life and fitting into a
social context. Both kinds of selves can be impaired or modified in different ways: meditation, certain drugs and
the Cotard delusion2 can change the sense of core self, while amnesia and false memories can transform the
narrative self. Deliberate modification of the self, using internal and external means is an important part of
human life and adapts new technologies rapidly3. In fact, it may often be a driver for new technologies –
cosmetics, plastic surgery, social media etc.
Psychological identity shades over into social identity. Social identity involves aspects such as the different
personas (social roles) people take on in different contexts, how people identify with group identities (as well
as sexual, gender, and cultural identities) and how these are used in various forms of expression and affiliation.
People maintain a rich structure of social identities, often keeping them separate. Each of these identities has
attributes, roles and norms within their social contexts4.
2

A rare neuropsychiatric disorder where the victim believes that they are dead or do not exist.
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Robert J. Weber, The Created Self, W.W. Norton & Company, 2001.
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Helen Nissenbaum, Privacy in Context: Technology, Policy, and the Integrity of Social Life. Stanford University Press, 2009, p. 132
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Digital iden
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Different faactors of authen
ntication are used to establishh authenticity, typically expresssed by the foormula “someth
hing you know,,
something youu have, or sometthing you are” (ffor example a paassword, an ID card, or a fingerprint). Securityy research has largely concludedd
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Kim Cameron, The Laws of Identity, Microsoft Corporatio n, 2005,
http://www.iddentityblog.com//stories/2005/005/13/TheLawssOfIdentity.pdff
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as online services). Many local identity management systems can work together to form an interoperable
identity metasystem, allowing users to manage collections of digital identities.
Although the above definitions have been developed to deal with identities in the digital world they have close
ties to formal identities in the social world, e.g. the handling of names7. As society becomes more reliant on
digital processing the distinction between social and digital identities might also diminish. A key issue is whether
this allows the digital identities to become as flexible as social identities, or whether there is a risk of social
identities to become formal and rigid, forcing us to live in a way we might not desire. There is hence a strong
public policy concern that technologies and policies that affect personal identity should allow people to maintain
flexible social identities, even if it might be technologically and administratively easier to create systems that
forces fixed identities.

7

Personal names on the surface may appear to be well defined and legally regulated, but in practice they show an amazing
diversity (especially in multicultural settings) that make formalizations deeply problematic. See
http://www.kalzumeus.com/2010/06/17/falsehoods-programmers-believe-about-names/ for an interesting discussion
about the real-world problems of assuming anything about what a personal name “is”.
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Online id
dentities

Social networrk of contacts and
a contacts-off-contacts of on
ne of the autho
ors on the photto-sharing sitee Flickr. While the author hass
just 25 contaccts, they in turn
n have 4442 contacts. Within this forum ideentity is mostly
y defined by shhared photogra
aphic interests,,
but it is relatiively easy to deeduce much personal inform
mation from thee content of th
he images, locaation and time data of wheree
they were sho
ot, and commen
nts made on va
arious topics.

Online idenntities are beccoming increeasingly impoortant. Man
ny people in today have a variety of distinct userr
accounts annd online perrsonas. For example, ann individual might have a PayPal acccount, a cou
uple of emaill
addresses, a Facebook or
o Google+ account,
a
an iT
Tunes accou
unt, an eBay account, andd subscription
ns to variouss
nd services, such as the m
massive multip
player online roleplaying ggame World of Warcraft..
other onlinee products an
Many of theese identities are interlinkeed. An emaill address mayy be used as a username oor password for
f a numberr
of different online servicces. A PayPaal account wi
will be linked to a bank account, and itt might also be tied to an
n
n history of thhe user and the reputation
n she has acqquired as a bu
uyer or seller..
eBay profilee, showing the transaction
The Faceboook account might
m
serve to
t tie togetheer many diffeerent commun
nities of whicch a person is
i a member,,
reflecting diifferent aspects of her life – hobbiess, sports, frieends, family, and work. The World of Warcraftt
persona mayy be less inteegrated with an individuaal’s offline identity, but is at least tiedd to the custo
omer identityy
known to B
Blizzard Enterrtainment; an
nd the gamingg persona maay itself havee various distitinguishable identities as a
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participant in guilds and other friendships within the game.Some identities are deliberately fragmented. People
regularly try to separate their work email account from their private account, often extending this to phone
numbers and other ways of gaining access. Parents often instruct their children to never reveal their real names
and addresses online. Online game characters or forum identities may be ways of ‘letting off steam’, and hence
may require keeping them distant from the main social identities of their creator. This is in many ways a natural
extension of our existing separate social personas, projected into online media. Maintaining this kind of
separation requires not only the right technology but also some social and mental discipline, keeping the
personas distinct.
With the proliferation of identities – online as well as offline –
“NightJack”:
police
blogger
growing demands are being placed on identity management
unmasked
systems and on the skills of the citizen. Identity management
systems are the software (and institutional) systems that create and
keep track of digital identities, as well as connect them to the
attributes of their identity (such as resources they can access).
The police blog “NightJack” won the prestigious
These systems can range from simple password protections to
Orwell Prize for political writing 2009. The
complex systems maintaining traceability, data integrity, privacy,
blog often expressed critical views related to the
preferences, parental and institutional controls and interfaces to
police and justice system. The author, a
other identity management systems. However, unlike social
Lancashire detective constable, was unmasked
identity management (i.e. how we act among other people) such
by The Times after a landmark High Court
systems are often inflexible and completely prohibit unplanned
ruling that stated that blogging was “essentially
uses of identity (which often leads to users finding workarounds
a public rather than a private activity” and that
that might undermine security) while at the same time missing
it was in the public interest to know who
undesirable activities: they are ‘brittle’. There is little doubt that
originated opinions and arguments. As a result,
finding better forms of identity management is going to be a
the constable was disciplined by the police force.
major research and investment area over the next decade as more
This case illustrates the complicated relation
and more people come online across the world and use new kinds
between freedom of speech, accountability,
of services. There might not just be competitive advantage in the
anonymity, and risks of reprisals.
right kind of identity management, but important social effects.
For some identities, it is important that they can be tied in a verifiable way to the legal identity of a person. A
PayPal account needs to be linked to a bank account, and the user must verify their identity and that they are the
holder of the bank account in question. For other identities, the user might prefer that they be dissociated from
their legal identity or entirely anonymous. Online anonymity can be an important component of personal
privacy. For example, an individual maintaining a blog in which they expresses politically unpopular views,
suffering a serious disease, or opinions that are critical of their employer may suffer grave repercussions if they
lose the veil of anonymity.
Hiding an identity is an aspect of privacy, but privacy is actually about controlling who can access an identity, not
prevent all knowledge of it. Privacy is not absolute – there are sometimes ethical or legal reasons to limit it – but
it is often highly desirable that people can control how their identity can be observed or used. Yet, from a
practical standpoint enforcing privacy protection can run into the problem of getting the designers of new
systems to build it in, making existing widespread systems privacy compliant, handling data that exists in a
distributed but collectable form, enforcing the intended protection, avoiding making enforcement so costly that
it prevents technological innovation (while Google can afford privacy compliance officers it is unlikely that a
small start-up or open source hobby project can), and – perhaps most problematic – making the privacy
protection fit the actual social norms of privacy. Given that actual privacy norms vary enormously between
groups and develop organically it is likely that any formal system of privacy protection will be lagging social and
technological change.
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Trouble can also arise from inappropriate linkages between different snapshots of a single identity across time.
A teenager may post pictures and make statements that later prove embarrassing – and, as recruitment officers
increasingly Google job applicants, even career-hampering. In this case, a problem arises if people regard the
earlier online expressions as relevant manifestations of an unchanging character. While information gleaned
from researching a candidate online can often be relevant and highly useful, there is also a risk of self-fulfilling
prophecies. If the person is shunned by employers because of something they have said or done, they may be
unable to establish a track record to rehabilitate their reputation as a good employee. Furthermore, with the
increasing persistence of identity-relevant information online, one cannot rely on the past being forgotten; it will,
in some cases, instead have to be forgiven8.
These linkages also include the shadow of the future: in the future much of our present information will be
available to people with vastly larger computational resources (making many current forms of encryption or
security weak) and different values. While some of the uses they will put our personal information to will be
neutral or positive from our perspective, others might not be so benign. Long-lived politicians today have to
explain past policies that seemed to make sense at the time they were made but today appear deeply racist; in the
future we might be similarly be held accountable for views or activities we currently find entirely moral. Worse,
there is no guarantee that this information will not eventually be used by future governments or groups of ill
intent. The claim that “if you have done nothing wrong you have nothing to worry about” presupposes that the
accepted criteria for ‘wrong’ will remain the same. The response to this problem might not be to attempt to
amplify privacy, but rather to recognize that the need to safeguard open societies and human rights grows with
government power over individual lives.
One particularly pernicious current possibility is online character assassination. The practises of libel and slander
are as old the human species, but the online world offers new opportunities for their efficient implementation. It
is easy to post material online anonymously, and material thus inserted may remain available for a very long time
and the proficiency of the search engines will ensure that anybody who looks for information about the victim
will be presented with the slanderous assertions. Even if the victim obtains a court injunction it may be difficult
to remove the offending material, which might be posted on servers located in foreign jurisdictions. If the false
information has spread it may even be impossible for the perpetrator to remove it from the net. There is,
however, at least one important mitigating factor: just as the Internet makes it easier to disseminate slander, it
also makes it easier to publish a rebuttal and to ensure that it will be seen by the relevant people. Unfortunately
smears can be stickier than the truth: developing technologies and habits that help uncover slander is a major
challenge for future social technology.

Identity metasystems

8

The EU Commission draft framework for data protection policies famously states that people have a “right to be
forgotten” (or rather, their personal data). The “Social network users’ bill of rights” http://cfp.acm.org/wordpress/?p=495
also includes “the right to withdraw”. Both documents however assume the personal data resides within the domain of
some actor who can obey legal or customer demands. If personal information can be collected or inferred from the other
information available online these rights may be of little use. The current legal case against Google in Spain where plaintiffs
demand references to them to be removed from the search database is a case in point: even if it succeeds, it will not remove
the references from other search engines, or from emerging future tools.
http://news.yahoo.com/s/ap/eu_internet_right_to_be_forgotten
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While digital identities within single systems are useful, it is common for people to wish to maintain their
identities across many systems and institutions, ideally without having to authenticate themselves in countless
different ways (consider the issue of password-re-use). Identity metasystems are interoperable architectures that
allow users to manage collections of digital identities. Key roles within the metasystem are identity providers
(issues digital identities), relying parties (entities that require identities, such as online services) and subjects
(entities about whom identity claims are made, such as
Sorry, we’ve spilled your secrets
users, companies and organisations)9.
Existing
examples are the identification systems sponsored by
Microsoft (Passport), Yahoo, Facebook and Google
where a single login gives access to many web services.
The October 2007 loss of two disks containing child benefit
A possible future example would be a metasystem
data is just one example of how large data breaches can occur
linking a person’s legal identity, various email addresses
relatively easily. The discs, containing names, addresses,
and a bank account so that commercial and
dates of birth of children, National insurance numbers, and
government relying parties could transact official
bank details of approximately 25 million people in the UK,
business (e.g. paying taxes, making official requests,
were sent by junior staff at HM Revenue and Customs to
signing online contracts).
the National Audit Office as internal mail and were lost.
No data fraud or identity theft appears to have occurred as a
At present few widespread identity metasystems exist.
result of the loss.
There are economic, technical and legal problems that
need to be overcome. A likely scenario is that as
society becomes more integrated online the demand for
In January 2009 a security breach in Heartland Payment
identity metasystems increases (due to the
Systems (a US company) compromised up to 130 million
cumbersomeness of fragmented digital identities) and,
credit cards. In this case a computer criminal was indicted for
since there are clear economies of scale, consolidation
the attack, which had a clear profit motive.
and competition leads to a few or a single metasystem.
These global metasystems could very well be under the
control of private foreign companies who would have
Other data leaks of note are the August 2006 AOL release
unprecedented
control
over
digital
identity.
of 20 million Internet search keywords that could be linked
Government-sponsored metasystems also pose
to particular users, the November 2008 leak of full contact
interesting problems, as the globalisation of the digital
details of British National Party activists and the 2010
world would mean many non-citizens would wish to
Wikileaks “Cablegate” of 250,000 US embassy diplomatic
join the national metasystem, essentially becoming
cables. Each of these represents the loss of control over
digital subjects.
important aspects of identity (financial, interests, political
However, past attempts at creating “federate
views, international association), and were due to simple
authentication” have often failed, largely due to
mismatched incentives between the stakeholders. In particular identity providers need to assume some liability,
relying parties need to benefit from the system and users had legitimate worries about a single point of failure –
if their master online identity was subverted, they would risk significant trouble10. If these issues can be solved
(perhaps more a business problem than a technological one11) we might see the emergence of global
metasystems; if not, online identities will continue to be fragmented.

9 While this structure was originally proposed by Kim Cameron at Microsoft Corporation (The Laws of Identity, 2005,
http://msdn.microsoft.com/en-us/library/ms996456.aspx ) and is currently used in various implementations, the concepts of identity
providers, relying parties and subjects is useful for our discussion regardless of their origin.
10 Ross Anderson, Can we fix the security economics of federated authentication? http://spw.stca.herts.ac.uk/2.pdf
11

J.D. Lasica, Identity in the Age of Cloud Computing: The next-generation Internet's impact on business, governance and social interaction,
The Aspen Institute, 2009

13

Identity prooviders have a responsibillity for manaaging identitiies appropriaately, especiallly when theey are tied to
o
personal infformation. But
B as shown
n in the figuure below, th
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igh. Even vast
v breachess
n or more peeople are currrently regulaar occurrencees. As largerr databases co
ome online122
involving teens of million
dentities a perrson possessees, such large breaches willl become mo
ore common..
and as the nnumber growss of online id
Identity mettasystems migght if implem
mented badly amplify such
h risks, limitin
ng the usabiliity of global identities
i
andd
increasing riisks for suddeen, correlated
d outbreaks oof fraud or saabotage that could
c
affect a society deep
ply.

Rate of repo
orted data lossses (worldwid
de) 2005-2009 where person
nally identifyin
ng informationn has been stolen,
s
lost orr
accidentally rrevealed. Data from http://da
atalossdb.org/
/

Control ov
ver social sp
paces and identities
Press freedoom and ownership of thee media are iimportant isssues for dem
mocracy. Maany a dictatorrial regime iss
propped upp by subservvient state-owned mediaa, and sometimes also by
b privately owned new
wspapers andd
television chhannels that are
a controlled
d by individuuals who are close
c
to the regime.
r
Withh the growingg importancee
of the Internnet, online media
m
are beccoming essenntial forums for
f political debate
d
and acctivism. Regiimes that aree
under pressure will be tempted
t
to regulate or m
manipulate these online fo
orums. We will not heree discuss thee
broader issuues of censorrship, which fall
f outside thhe scope of this
t paper. Attention
A
muust be drawn,, however, to
o
the issue oof the owneership of social space, w
which is no
ow often concentrated iin a few prrivate hands..
Approximattely one half of the UK population
p
cuurrently uses Facebook (th
he UK had 226 million useers as of Julyy
2010, and thhis number was
w rapidly growing).
g
T
This makes Faacebook, a fo
oreign-ownedd private corrporation thee
current posssessor of what
w
is perrhaps Britainn’s largest unified
u
sociaal space forr individual and publicc
communicattion and for the
t expressio
on of individuual identities.

12

India is plaanning to issuee each of its 1.22 billion citizenns with biomeetric ID, the Multipurpose
M
N
National Identitty Card.
http://www.ttimesonline.co
o.uk/tol/news/world/asia/aarticle6710764.ece
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Activve Facebook ussers13.

Owners are free to regullate social spaaces in numeerous ways, co
ontrolling bo
oth what valuue is created, and freedom
m
of expressioon and identitty14. Overt exclusion
e
of ccertain peoplle or groups (either by mooderators rem
moving them
m
or by disalloowing them from signingg up) is a cruude way. Th
here are manyy more subtlle ways the space
s
can bee
influenced: controls oveer the kind of
o content thhat can be posted,
p
how identities caan be expresssed or whatt
information can be linkeed to what otther informattion. For exaample, some social spacess for kids havve attemptedd
mmunication
n through a liimited pre-set vocabulary..
to prevent bbullying or sexually expliciit messages bby forcing com
Many onlinee games prevvent avatars and
a usernam
mes seen as unsuitable or copyright inffringing. Th
he threat thatt
discussion thhreads, uploaaded material, groups or users can be deleted if th
hey are seen aas unsuitablee also acts an
n
implicit enfoorcement of what is perceeived to be th
the unstated rules
r
of the owners.
o
This can limit freee expression
n
to ‘safe’ toppics without any
a formal (o
or legally chaallengeable) regulation,
r
jusst the chillingg effects of knowing
k
thatt
one’s onlinee identity can be threatened by steppingg out of line.
This can incclude controlls on what kiinds of identiities users exxpress. Facebook and Gooogle+ are at this point off
writing incrreasingly dem
manding thatt users provve that their screen nam
mes correspoond to their real names,,
especially inn cases of un
nusual handlees. This is noot just linkingg online iden
ntities closer to legal iden
ntities; it also
o
precludes deeliberately anonymous or fragmented iidentities.
Users often feel stronglyy about their online identiities. After sttrong protestts from its ussers Facebook was forcedd
15
to cancel plaans to retain user data eveen after they hhad left the network
n
. Ru
ules governinng the use of social spacess
are likely to be contestedd, the more so
o the greater the space’s im
mportance to
o its users.

13

Data from http://www.ffacebook.com/
/press/info.phhp?timeline
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Greg Lastowka, Virtuall Justice, Yale University
U
Preess, 2010, Peteer S. Jenkins, The virtual w
world as a com
mpany town freedom of sppeech in massiively multiple on-line role pllaying games, Journal
J
of internet law vol. 88:1, july 2004
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155

Legal protections for users of online sites are
often weak. To access online software and
services, a user is often required to read and
approve a long legal consent form that is
presented on the screen. Because of the
ubiquity of these forms, their length, and their
obscure legal terminology, most Internet users
have formed the habit of immediately
scrolling to the bottom of these forms and
clicking the “I accept these conditions”
button, without reading or understanding the
text. When the software is updated, the user
is often required to indicate their agreement
to a new consent form.
It becomes
impractical for the average user carefully to
review everything they agree to in this
manner.
Rather than relying on these online consent
forms, most users probably rely on the
reputation of the service provider as the main
guarantor of honesty and service reliability.
Major software and Internet firms can be
expected to be protective of their reputational
capital, and may therefore choose to refrain
from openly deceiving or exploiting their user
base. However, firms that face decline will
sometimes choose to “harvest” their
reputational capital by reneging on their
implicit contract with their users in order to
eke out as much profit as possible before their
time is up. Again, the ‘shadow of the future’
is a relevant problem: while current values and
practices are acceptable, they might not
remain so.
It is interesting to consider whether the same
need for maintaining openness, accountability
and user rights as holds for governments
applies to social space providers. While it can
be argued they are merely providing a
commercial service controlled by contract
law, the importance of online identities and
social spaces might be growing to such an
extent that they are equivalent to social goods
that must be protected by law. If, for
example, one’s Facebook or Google identity is
necessary for living a normal life in society,
then being deprived of it might be equivalent
to depriving somebody of a driver’s licence or

Social Network Users’ Bill of Rights

“We the users expect social network sites to provide us the following rights in their
Terms of Service, Privacy Policies, and implementations of their system:

1. Honesty: Honor your privacy policy and terms of service

2. Clarity: Make sure that policies, terms of service, and settings are easy to find
and understand

3. Freedom of speech: Do not delete or modify my data without a clear policy and
justification

4. Empowerment: Support assistive technologies and universal accessibility

5. Self-protection: Support privacy-enhancing technologies

6. Data minimization: Minimize the information I am required to provide and
share with others

7. Control: Let me control my data, and don’t facilitate sharing it unless I agree
first

8. Predictability: Obtain my prior consent before significantly changing who can see
my data.

9. Data portability: Make it easy for me to obtain a copy of my data

10. Protection: Treat my data as securely as your own confidential data unless I
choose to share it, and notify me if it is compromised

11. Right to know: Show me how you are using my data and allow me to see who
and what has access to it.

12. Right to self-define: Let me create more than one identity and use pseudonyms.
Do not link them without my permission.
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bank accounts – acts that properly are surrounded by legal rules and methods of appeal.
Another situation in which users are vulnerable is when the use of a service creates a strong “lock-in”. Identity
providers are often in a situation to create considerable lock-in for their users. Once an individual has invested
years in developing an identity, adding content to their online profile and building a deep network of friends
within the system, it becomes costly for that individual to quit or move to a competitor. Due to natural
monopolies for social spaces there might not even be a competitor16. Governments sometimes seek to protect
their citizens against the dangers of such lock-in and the opportunities for exploitation that it creates. Thus, for
example, there are legal protections for tenants, who could face a degree of lock-in once they have moved their
belongings and settled into a rented property. There is also legislation, aimed at protecting consumers and
stimulating competition, that forces cell phone providers to cooperate with customers who wish to switch
provider, making it possible for the customer to keep their telephone number. With the growing importance of
online identity providers, demands may arise for similar protections for this new sphere of human activity. (An
economic analysis or exploration of possible policy options is, however, beyond the scope of this paper.)

The globalized identity
The potential for alienation from the consequences of our actions is not an issue that pertains specifically to
robotics or mediated interaction, but is rather a ubiquitous feature of modern life. To some extent, it may be
counteracted by the proliferation of reporting and media, including live streaming video from all parts of the
world and social media allowing international social relations. Modern man is tied into a network that spans the
world. Our actions as voters, taxpayers, and consumers have consequences that reverberate across the globe;
and at the same time, we are to an unprecedented degree able to become aware of this fact. The increasingly
common perception of people that they are citizens not just of a city and a nation, but also of an international
community is an important change in the self-perception aspect of identity. It is possible that developments in
media and social networks, as well as ideological movements, will continue to give increasing salience to this
dimension of our existence.
Online identities are often already border-crossing: the identity providers are often foreign companies or
organisations, and the actual data storage and processing increasingly occurs in widely dispersed cloud
computing. This trend will continue and intensify as the world grows more globalized, barriers of language are
weakened by improved automatic translation, and people find new kinds of long-range social relations to fulfil
their needs and desires. However, this poses challenges for the current legal system since it tends to assume that
people have their activities and identities focused in their country of residence. When these become
internationalised many aspects of everyday life fall under foreign or international law, potentially causing hard
problems. Besides having private citizens possibly unknowingly performing legally relevant acts in foreign
jurisdictions (from trade to sedition), a wide variety of identity providers and relying parties will be handling
elements of private identity that in the UK and EU enjoy special legal protections (such as medical information:
both Google and Microsoft are running electronic health record services), quite possibly in jurisdictions where
they lack protection. Recent instances of libel-tourism in the UK where foreign plaintiffs file libel suits in the
UK against people abroad that have only tenuous links to the UK (such as an online publication accessible to the
UK public) illustrate how identities and activities suddenly have become global.
These issues are by no means new, but the rapid increase in globalized identities means they will likely become a
key point in developing future international agreements. It might simply be that a truly transnational internet and
national laws are fundamentally irreconcilable: although some conflicts can be handled (e.g. through country-of-
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Most social spaces – games, dating sites, networking services - become more appealing the more members can be reached
through them, giving the larger spaces much advantage over smaller ones. The exception is spaces based on exclusivity: here
the appeal lies in being a member of a small club it is hard to get into.
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destination approaches) the eventual choice will be between globalizing law or breaking up the globalization (and
hence much of the utility) of the Internet17.
Would globalized identities shaped by self-selected peer groups mean weaker loyalties to one’s country? At
present there is no clear evidence for or against this possibility. Modern communications media allow both longdistance nationalism and transnational lifestyles. Historically nationalism appears to have become a weaker
motivator in Western Europe for most people: while people appear to enjoy identifying with groups more than
ever, this is more about social affiliation and signalling than traditional loyalty to a social group and its
institutions. Everyday life and security is no longer dependent on a strong personal stake in the group, but rather
on impersonal formal rules that rarely impinge on life.
Who sets the Facebook rules?
The challenge for the national state might be that it has
to compete with numerous other affiliations on the
emotional and social side, and is reduced to a guarantor
of legal rights and provider of services on the practical
As a global social space, Facebook is faced with many
side.
conflicting demands. The “Saudis in the US” group, a group
for Saudi Arabian students in the US was split by gender
It should be noted that a trend towards weaker
into a male and a female group after some female members
nationalism on average does not mean it declines
wanted the extra privacy. However, not all members agreed
evenly. Some groups may become more nationalistic or
on the split and some felt it infringed on their freedom of
loyal to various institutions. The real policy challenge
expression
may be to handle a mixture of nationalisms and
loyalisms rather than a homogeneous population.
http://arabnews.com/saudiarabia/article256543.ece?com
ments=all.

The virtual worlds
Virtual worlds have been predicted for a long time, but
unlike the early 90’s visions of full immersion virtual
The Facebook decency code bans exposed breasts, which have
reality the virtual worlds that are currently expanding in
led to removing photos of breastfeeding and cancelling the
importance are based on fairly traditional ICT
accounts of mothers posting pictures. This is somewhat ironic
hardware.
Social
media, online gaming,
given the less than zealous removal of a paid advertisement
teleconferencing and other software fields are de facto
with a topless model.
creating virtual worlds right now, and they are
increasingly playing a key role in peoples’ lives. They
are not so much virtual spaces in the sense of
http://www.dailymail.co.uk/sciencetech/articlecollections of ‘places’ where one might geometrically
1102950/Mothers-protest-Facebook-ban-offensivemove around, but rather social spaces: shared
breastfeeding-photos.html
environments of interaction. These can be as simple as
the text messages used on online bulletin boards where
people maintain local identities as discussion
Overall, one of the great challenges to a service such as
participants, over the fanciful characters inhabiting
Facebook is that it will serve material to people from cultures
online games, to business avatars used for
that will have significantly different codes of decency, and is
teleconferencing virtual environments (such as Second
Life and Teleplace) or video meetings sustained with teleconferencing (or more cheaply, Skype). In each such
space participants have at least one digital identity, more or less strongly linked to their core identity.
These virtual identities, despite possibly being merely a textual description, can still hold a powerful resonance
with their users. Julian Dibbel’s by now classic essay “A Rape in Cyberspace”18 describes how users of an early
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Uta Kohl, Jurisdiction and the Internet: , Regulatory Competence over Online Activity, Cambridge University press, 2007
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text-based virtual environment (a “MUD”) were emotionally violated when another user forced their virtual
characters into humiliating and explicit situations. “…what happens inside a MUD-made world is neither exactly
real nor exactly make-believe, but nonetheless profoundly, compellingly, and emotionally true.” Maltreatment of
virtual characters can matter in the real world, since there is an emotional link to the “real” person.
Virtual worlds have their own rules set by the software and moderators, but also partially emergent from the
social interactions of participants. Rules about identity and presentation are often important: what kind of names
may be used, how easy it is to get the real identity of users, what kind of avatars that can be used and the proper
procedure for dealing with breaches of the rules (Dibbel’s essay also describes the aftermath of the incident,
where the virtual community debates the proper punishment for the perpetrator and the “constitutional”
implications for the virtual environment). Often a good relationship between moderators and users is essential
for a successful system, especially as the users need to view the actions of the moderators and owners as
legitimate. These relationships are local to the particular social space, yet the participants might be widely
dispersed and subjected to numerous conflicting legal, economic and cultural demands.
Online economies are starting to have real-world effects; just as new forms of communication and personal
identity-creation are emerging. Online gaming is becoming a massive industry. People are paying real money for
virtual objects or characters. It has been estimated that virtual goods – useful only within particular digital realms
– were exchanged to the value of over 2 billion dollars in 200919. Due to the demand a secondary market of
“gold farming” has developed: workers in developing countries playing games in order to produce virtual goods
that are then sold for real world money20. People are getting into legal wrangling over the goods – virtual thefts,
property rights, inheritance, currencies and taxation are becoming pertinent issues21. Even outside games we
have a sizeable number of virtual possessions – family photos, emails, texts, blogs, websites, etc.– that have
important emotional value to us and form part of our online and real identities. Many are distributed in social
spaces or the cloud worldwide, vulnerable to what the space providers do to them. Digital property rights will
likely become a matter of popular concern simply because their aggregate value is rapidly increasing.

The augmented world
Current trends in ICT is leading to a world of wireless, global 24/7 broadband connectivity accessible through
portable devices and smart environments where many everyday objects have been supplied with networked
abilities (”the internet of things”).
In the words of author Charles Stross, the generation growing up right now will “never be alone, never lost,
never forget”22--- the connectivity holds together social networks regardless of location, users are always findable
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Julian Dibbel, A rape in cyberspace, chapter 1., My tiny life: Crime and Passion in a Virtual World, Henry Holt Inc. 1998
http://www.juliandibbell.com/texts/bungle_print.html
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Tuukka Lehtiniemi, How Big Is the RMT Market Anyway? Virtual Economy Research Network, http://virtualeconomy.org/blog/how_big_is_the_rmt_market_anyw
20
Richard Heeks, Current Analysis and Future Research Agenda on “Gold Farming”: Real- World Production in
Developing Countries for the Virtual Economies of Online Games, in Development Informatics working paper, no. 32
Institute for Development Policy and Management, University of Manchester 2008,
21 See Castronova, Edward (2005). Synthetic Worlds: The Business and Culture of Online Games. Chicago: The University of Chicago Press, as
well as http://blog.practicalethics.ox.ac.uk/2008/10/protectionist-deities-vs-the-economy-of-fun-ownership-of-virtual-possessions/.
22 Charles Stross, LOGIN: 2009 Seattle keynote speech. http://www.antipope.org/charlie/blog-static/2009/05/login-2009-keynotegaming-in-t.html
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and know where they are thanks to location services such as built-in GPS, and the devices are increasingly
logging and documenting everything that happens.
This later property is powered by three strong trends: our devices are increasingly recording our lives without our
deliberate decision, thanks to the ubiquity of cheap digital sensing and recording mechanisms from digital
cameras and email over the accelerometers and other sensors in smartphones to the automatic logging of most
computer systems. Cheap storage makes it easier to record everything that could ever be of interest than to try to
determine what to store. Retrieval is facilitated by improved technologies for search, analysis, presentation, and
sharing of the data23. The resulting extended memory is likely to have profound effects on personal identity:
parts of identity will reside in a persistent “exoself” of information and software.
Some people have taken up lifelogging, the use of wearable computers to capture continuous data from their
lives – video feeds, location, physiological information, etc. Some lifeloggers also store and share their life events
on public forums, “life caching”24, while others are living the “data-driven life”25 where the ability to measure
and monitor performance allows them to become aware of or to change their habits. When the idea originated
in the 1990’s it required cumbersome and expensive special equipment: today many of these functions can be
done by amateurs using slightly modified smartphones; and by 2025, it will likely be an application anybody who
chooses can activate. Lifelogging offers many benefits: continuous time monitoring of health, a digital memory
that complements the natural memory (being photographic, searchable, and shareable), self-monitoring, and
possibly producing a cognitive inheritance.
Living the logged life

The Microsoft research project MyLifeBits is an experiment
in lifetime storage, where Gordon Bell has scanned the
articles, books, cards, CDs, letters, memos, photos,
presentations, home movies, videotaped lectures and voice
recordings and stored them digitally. His ongoing
information flows (phone calls, instant messaging, television
and radio) are being added to this database. The project
aims at develop software methods of managing this kind of
lifetime data, making it easy to capture, annotate, and
integrate it with other software.

Gordon Bell, Jim Gemmell (2009). Total Recall: How the
E-Memory Revolution Will Change Everything. Penguin

23 For a popular overview, see Gordon Bell and Jim Gemmell, Total recall: How the e-memory revolution will change everything, Dutton, 2009
24 http://trendwatching.com/trends/LIFE_CACHING.htm
25 Gary Wolf, The Data-Driven Life, New York Times, April 28 2010, https://www.nytimes.com/2010/05/02/magazine/02selfmeasurement-t.html?_r=1
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At present researchers are beginning to study the
“exposome” - the air pollutants, physical activity
and diet of people - using life recording devices26.
Since self-reporting is notoriously unreliable, direct
recording might open new possibilities for
epidemiology and environmental medicine as well
as self-experimentation. A perhaps even more
dramatic example is Professor Deb Roy at the MIT
Media Lab, who used cameras and microphones in
every room in his home to document when and
where every word was said in the vicinity of his
infant son. Using this massive corpus of data he is
able to visualize and annotate the first two years of
the child’s life, demonstrating intriguing aspects of
language development as well as producing a total
home video27.
Life recording will also likely to synergize with
social networking to seamless “life sharing”. The
limits of privacy are likely to be pushed as a
generation grows up with this technology. Even if
the average person in 2025 is not using full
lifelogging many of the functions being explored
today will likely exist in the background of their
technology.

Please turn off your exoself during start or
landing

February 18 2002 Professor Steve Mann at University of
Toronto ran afoul of the tightening of airport security in the
wake of 911. Professor Mann is one of the pioneers of
wearable computing and has for more than 20 years lived
with an extensive rig of sensors, computers, displays, and
wiring he uses to document his life. The security guards at St.
John's International Airport in Newfoundland required a
strip-search that led to electrodes being torn from his skin
and the disassembly of many components of his rig, leading to
the disruption of his “exoself”. This in turn led to
psychological problems such as concentration difficulties and
behaviour changes, according to Professor Mann .

While in this case the conflict was triggered by the
unfamiliarity of his equipment (see also (Borrell 2011) for
police concerns over visible devices for measuring air pollution
in subways) the increasing use and reliance on cameras,
smartphones, RFID-, wifi- and Bluetooth-enabled
equipment is creating struggles over who has authority to
determine the standards of what augmenting technologies are
allowed in a space.

While lifelogging may promise many desirable
forms of personal enhancement and selfknowledge, it also has serious privacy implications.
It makes personal lives traceable and might
challenge many rules on control over personal and
Since many of these technologies are going to be increasingly
public information. A lifelogger walking down a
important for everyday life and personal identity, restrictions
street is making copies of copyrighted information,
are going to be experienced as more cumbersome and
silently documenting third parties, and possibly
i fi i
p
l lib t th i th p t
acting as a sensor in a distributed network of whose existence he might not even be aware. Police and other
authorities might have reason to demand access to part or the whole of life recordings, which might not only
raise privacy concerns but actually correspond in the user’s experience to an invasion of mental privacy.
Employer-mandated (or encouraged) lifelogging during work hours might be required in order to avoid liability.
Issues of ownership, spreading and use of lifelog data will expand from the current problems with public
photography, cellphone tracking, personal data storage and smart meters.

26 Brendan Borrell, Epidemiology: Every bite you take, Nature 470, 320-322 (2011)
http://www.nature.com/news/2011/110216/full/470320a.html
27 http://web.media.mit.edu/~dkroy/
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Travels of onee of the authorrs autumn 20100 to spring 20111, automaticallyy logged witho
out his knowleddge by his sma
artphone.

Even peoplle who are not consciou
usly lifeloggiing might be de facto liffelogging. Thhey might discover
d
how
w
dependent tthey have beccome upon external system
ms for their identities
i
and
d everyday livves when there is a failuree
or the intrusion of an official requesst (say, for evverything they experienced last month).. Given how
w bad peoplee
currently aree at backing up or securiing their currrent digital possessions
p
despite
d
their ggrowing valu
ue, it is not a
stretch to guuess that theere will be nu
umerous privvate data lossses in the futture as peoplle lose contrrol over theirr
extended sellves. The dem
mand for beiing able to in sure digital possessions
p
will
w likely increease.

Identity te
echnology
Identity techhnologies – technologies for automattic detection and logging of who andd what is wh
here – are an
n
essential parrt of the posstindustrial in
nfrastructure.. RFID-tags allow marked objects to be identified
d not just ass
belonging too a category but
b also as in
ndividual obj ects, possiblyy without dirrect touch. N
Nanotechnolo
ogy and low-power electrronics will allow very sm
mall and cheaap identificattion tags thatt will be incoorporated ass a matter off
course in m
manufacturingg parts – taggging individuaal pieces of paper
p
has beeen demonstraated28, as weell as printingg
29
parts of the circuits with inkjet printeer technologyy . Besides allowing
a
track
king and idenntifying objeccts this mightt
documentingg, stating theirr physical and
d chemical prroperties so that they can
n
for examplee allow objectts to be self-d
bjects might become entiirely trackablle, constantlyy
be automatiically and saffely recycled. In the long run many ob
data collectting, self-doccumenting, easily
e
manuffactured and recycled “sspimes” – leess physical things than
n
30
persistent viirtual objects that can man
nifest when nneeded .
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Advances in computer image recognition and
measurement are likely to make the identity of objects
detectable over distance using camera or laser
systems31 even when they have not be specifically
prepared. Similarly biometric identification and data
fusion – the combination of evidence from several
‘senses’ – will make automatic remote identification of
people easier (especially since they might carry a
recognizable constellation of RFID tags and a
smartphone). Thanks to rich databases and new
probabilistic
algorithms
identity
resolution
(constructing a persistent identity from various
records, which may be incomplete or conflict) is
increasingly feasible32. Such systems are currently
used in security, but are likely to spread into
commercial and private use.
Sources of error (and deception) will persist, but
overall it is likely that in many domains 2025 the
identity of actors and objects – as well as implied
properties such as ownership – can be automatically
monitored with a high precision. Anonymity would
require deliberate social/legal decisions, cumbersome
workarounds or avoiding many areas of life.

Biometrics and the stolen fingerprint

Biometrics attempts to recognize humans from intrinsic
physical or behavioural traits.

Many methods are in use. Fingerprints and palm prints
have been used for a long time. Hand geometry has been used
for automated identification since the 1980s. Retina
scanning has also been commercially available since the
1980s. Newer methods include iris recognition and vein
matching on other parts of the body. Face and DNA
recognition have been heavily investigated. Less studied are
ear shape, heartbeat, brain activity and body odour
recognition. On the behavioural side methods for recognizing
gait, typing rhythms, handwriting and voice have been
developed.

Just relying on a single form of identification is insecure, since
many kinds can be copied or confused. This is true even for
biometric identification: the fingerprint of German home
secretary Wolgang Schauble was published by the Chaos
Computer Club in Die Datenschleuder #92 2008 as a
protest against his support for biometric identification,
together with instructions of how to use it to fool scanners.

This augmented world poses challenging new
possibilities and demands in the force field between
transparency, privacy, and secrecy.
It allows
unprecedented forms of transparency through
automated documentation – in everyday life, in
government, in business.
Privacy is harder to
maintain due to the ease of documentation, but might
While an ideal biometric ID should be impossible to falsify,
hence be regarded as a far more valuable commodity
practical and economic realities might lead to use of less
than today. By a similar token secrecy becomes
secure systems. This case also shows the importance of
harder to maintain – even the best encryption cannot
protect from nearby sensors documenting passphrases and biometrics, and once something has been leaked into
the public it is impossible to erase. To strike the proper balance between these factors in different domains will
be a major social, legal and political undertaking for the next decade.
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An interesting demonstration is how packaging can be ‘fingerprinted’ by the speckle pattern produced when a laser scans the individual
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3. Autom
mation and
d robotics
Since the inndustrial revolution, mach
hinery and auutomation of tasks previou
usly perform
med by hand have
h
enabledd
physical cappital to substitute for hum
man labour, reesulting in dramatic gains in productivvity. In the Middle
M
Ages,,
the vast maajority of the adult populaation of the British Isles were emplo
oyed in agricuulture. Imprrovements in
n
agricultural productivity freed up labour to work in the new industrial
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Automation and robotic technology
A robot is an artificial agent that can perform tasks on its own, based on what it senses of the world. While often
depicted as a human-like machine most robots in actual use are non-humanoid and can even be entirely virtual
software agents. Approximately 50% of all the robots are in Asia, 32% in Europe, and 16% in North America.
Japan alone is home to almost one-third of them, making it the country with the highest number of robots.
Automation means tasks or abilities that can be encoded into software can be reproduced, often at relatively low
cost compared to human performance. As new areas become automated, the tasks humans can do shift,
affecting both employment and what individuals can do.
Some growing areas of near term automation besides the bourgeoning software business are smart cars
(technology is rapidly moving towards augmented driving and self-driving cars, but is facing deep problems in
terms of human trust and liability), personal manufacturing (promising everything from enhanced DIY and
mass-customization to ephemeralization of many manufacturing industries) and drones (self-driving unmanned
vehicles).

Home automation
Household robots and robotic toys will become cheaper and more common. However, physical capabilities of
robots affordable to the average household will remain quite limited because of the complexity and price of
dextrous, human-scale devices, and hence these may have limited impact on notions of individual and social
identity. More capable systems may be developed as prototypes towards the end of the period under
consideration, but we are not confident that widely used consumer robotics will be advanced enough to have a
profound effect on identity. In particular, we do not foresee any widespread adoption of general assist robots
(that one could tell to run some errand) or companion robots (other than possibly for specialized applications
such as in eldercare, children’s toys, and perhaps niche applications in adult entertainment).
Yet, advances in software, especially natural language processing, may enable many forms of useful software
automation that helps everyday life and extends the capabilities of people, such as voice and gesture control of
owned equipment. Since many of the most promising forms of language processing relies on statistical learning
methods they will be dependent on access to large amounts of data from their users, and may adapt to a large
degree to their way of speaking and acting. This makes these advanced interactive systems partial extensions of
the self, potentially embodying significant amounts of information about a person and holding both practical,
economical (e.g. for marketing) and privacy value.

Autonomous cars
Cars can serve as vehicles of self-expression as well as of transportation, and among the large pieces of
machinery that people come into contact with on a day-to-day basis, the car is perhaps the one most closely
linked to identity. At the same time cars are increasingly robotic: the different systems are not mechanically
linked to the driver but electronically controlled. The development of driverless cars could yield practical
advantages in terms of increasing roadway capacity (by reducing congestion through more efficient traffic flow
and shorter distances between cars) and in terms of reducing accident rates33.
However, although driverless cars have long been a staple of science fiction and futuristic scenarios, the
introduction of driverless cars in an unstructured environment remains a challenginggoal. While the last decade
33 Cf. http://www.templetons.com/brad/robocars/ and Sebastian Thrun, Toward robotic cars, Commun. ACM, 53:4, pp. 99-106
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has seen significant progress, no driverless vehicle has yet been approved for use in environments where it would
encounter regular human drivers. The DARPA Urban Challenge has demonstrated that robotic cars can work,
but it also highlighted how much work remains to be done before the technology is ready for large-scale
application. (At least two competitors collided during the challenge, another two stopped in middle of an
intersection, and another crashed into a building. Only six of the 35 contestants that entered the race reached
the finishing line.) Even if all the technical problems were solved, there would be additional challenges in
obtaining regulatory approval for the introduction of driverless cars into the regular road environment34, and
possibly further challenges to gain consumer acceptance. At that point, there would be a further lag before
significant portions of the car fleet would have been replaced, since most people purchase cars relatively rarely.
For these reasons, it is unlikely that fully driverless cars will be a dominant transport technology within a 15-year
time frame35. However, cars will grow in sophistication and various assisted driving mechanisms will become
more common. Near the end of the timeframe, a transition to robotic cars might be slowly getting underway,
with all the complex issues of liability (both for manufacturers and for drivers who decide to go manual), traffic
management, privacyconcerns36, environmental and economic gains, etc.

Unmanned aerial vehicles
One area of robotics which has seen rapid innovation over the last decade is military robotics, including
especially unmanned aerial vehicles. Military drones are in constant use in Afghanistan and Pakistan, where they
are used both for surveillance purposes and to attack ground targets with missiles. Strictly speaking, the current
generation of drone aircraft are not robots, since they controlled by a remote human operator. Defence
contractors are however actively researching systems that would be able to operate completely autonomously or
have useful “reflexes”.
Military drones have already provoked ethical discussion about issues such as responsibility and the potential for
collateral damage (as well as concern about the implications of future systems with greater autonomous
capabilities).37 It should be noted that drone technology is already diffusing into law enforcement, posing similar
concerns on the domestic level.
One issue that has been highlighted is the potential for psychological distancing and disengagement in the human
operator of the drone, which might be situated in a completely ordinary and safe office environment located
thousands of miles away from the action38. The disengagement can also lead to a shift in locus of control: the
operator does no longer regard themselves as the agent controlling the events. Conversely, operators can also
suffer from PTSD-like symptoms due to experiences of powerlessness – they can perceive events but not act in
any useful way39. These problems, of course, are not novel and are not unique to drone warfare. A bomber pilot
34

The first legal steps are being taken now. For example the Nevada legislature has passed a bill (AB511) authorizing the
Nevada Department of Transportation to adopt regulations for driverless cars, likely as a response to Google’s push for
driverless cars.

35

Moore, Matthew Michaels and Lu, Beverly, Autonomous Vehicles for Personal Transport: A Technology Assessment
(June 2, 2011). Available at SSRN: http://ssrn.com/abstract=1865047

36

Note that an autonomous vehicle is also a roving sensor battery, and could provide significant information to various
parties about anything in their vicinity. The issues discussed in the section about lifelogging apply here too.
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dropping bombs from a high altitude is also far removed from the devastation being caused on the ground, and
the generals and policy makers that order the war may be at an even greater remove. If future drone systems
become more immersive (to counteract these effects and improve performance) another effect might occur: now
drone pilots experience themselves as being ‘there’, and may instead be affected by not being distanced.
Civilian drones are also a likely development due to the potential for small size devices built using widely
available technology. They could be used for inspection, telepresence, security, citizen journalism or just as DIY
projects40. They would obviously spread the issues of security, privacy, safety, distancing, locus of control and
responsibility much further than current UAV applications. Setting regulations so that the many socially
beneficial uses of drones (e.g. telepresence instead of wasteful business trips) are not blocked out of security
fears might be a challenging process, especially if people start to regard drones as extensions of themselves41.

Professional obsolescence and changing nature of work
There is a long trend of developing machinery to substitute for human labour. In the first wave of substitution,
human manual labour was augmented by the power and speed of machines. From the automatic loom to
contemporary industrial robotics, mechanical automation has been able to substitute for human manual labour in
a wide range of fields, including agriculture, physical manufacturing, transport, and warfare. As a result of such
automation, some professions have become entirely obsolete (e.g. weaver, elevator operator) and others have
become far less common than they once were (e.g. farmer). In a second wave of substitution, automation has
begun to replace human in some more intellectual occupations. For example, word processors have significantly
substituted for typists, and computers of the artificial kind substituted for the human “computers” who were
once employed en masse to perform laborious calculations. At the same time, of course, myriad new professions
have been created as a result of automation and other technological progress; and the nature of many professions
has also changed as a result.
Because work and profession are traditionally important attributes of individual and social identity, these trends
and changes in the character of employment are of considerable significance for the future of identity. People
who have spent their carrier working in one profession, and achieving skill and standing in that profession, may
perceive that their identity has been undermined or devalued when their profession becomes obsolete, especially
when the work they did can be performed by machines. This is most likely to be an issue for those that have
taken pride in their line of work and who have invested years or decades attaining a high level of mastery in their
profession. Those who mainly see their work as a necessary evil that must be endured in order to earn a
livelihood may be less affected provided they can secure an alternative source of income.
While automation has often been discussed in relation to robotics and manufacturing, the truly profound effects
will likely occur when parts of the service sector can be automated. The service sector currently accounts for
around 74% of employment in the United Kingdom.42 If automation can be done in any way for management or
administrative occupations the effects will be far larger than automation of a specific trade since these functions
exist in nearly all organisations. This represents a potential hard-to-predict wildcard, likely dependent on
40 http://diydrones.com/
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advances in natural language processing and machine intelligence. Monitoring advances in this direction may give
important societal foresight.
Overall, in the presence of improving smart machines we should expect changes on the labour market to
accelerate. People are already outliving some professions (and the average lifespan of a company is far shorter
than a person’s), affecting both the economy and their sense of security. This means that an increased focus on
flexibility and retraining will be paramount. Policies protecting occupations may be popular among those
influenced, but may put the UK at a competitive disadvantage.

Fluid careers and continuing education
Much government funding focuses on science, technology, engineering, and mathematics (STEM) in the hope of
producing new employment opportunities, yet the economy is increasingly becoming service-oriented.
What employers often want are employees that work well with team and have good people skills, that are smart
and conscientious, and that have a broad range of experience and a wide range of skills including good literacy
43
and numeracy . A liberal arts education has traditionally been sought not just as a preparation for the job
market but also as a way to create a more interesting and well-developed personality. In addition, having a
historical and philosophical perspective may provide the recipient with a cultural narrative identity linking them
to the environment of their culture. This traditional identity-forming function of education may seem to stand in
some tension to the current emphasis on STEM subjects. Perhaps we are minting a generation of
overspecialized people who have not gained the necessary social skills and maturity that are needed to fully make
use of the constantly changing new economy. Being able to not just acquire knowledge and skills as necessary,
but having a big picture of where one is going, could be a crucial competitive trait.
There doesn’t have to be a tension: one recent report by the Royal Society sought to describe how STEM has
contributed to innovation in the service sector.44 Its main message was that STEM indirectly nurtures new
forms of services beside the more obvious benefits of enabling technologies or building human capital.
It could be that a rethink is needed for what areas need stimulation and foresight in the light of the increasingly
fluid market. In particular, it is entirely possible that entire new business sectors can rapidly develop “under the
radar”, becoming profitable and economically important without the government noticing (a recent example
might be the computer games industry, which moved from a fringe software speciality to a major source of
revenue, cultural relevance, and economic competitiveness).

Conclusion
Overall, it appears that developments in automation and robotics will have more limited and less direct impacts
on identity within the next 15 years than will developments in information and communication technologies.
However, indirect impacts can have profound effects by changing the overall structure and ethos of a society.
Motorcycles and cars made the population more mobile in the early 20th century, changing their perception about
their place in the world and their life chances. A richer society will promote both high expectations of material
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security and postmaterialist values. It is hence likely that in the long run automation will affect how we see
ourselves, but there is no principled way at present to estimate in what way45.

45

This is because cultural evolution has far more degrees of freedom than economic and technological change, in
themselves far from predictable domain. It is certainly easy to suggest numerous scenarios, but these mainly express our
current preoccupations than embody good analysis of future values.
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4. Biotechnology and medicine
Technologies that change the body or its function have high potential to affect personal identity46. Over the past
40 years a major synthesis of different branches of biology and medicine has occurred, amplified by computing
and modern materials science. It appears very likely that many results of this synthesis will affect life in the
future, especially since cultural and demographic factors promote medical solutions to many previously nonmedical issues.

Medicine
Preventative and regenerative medicine are of growing importance as health care budgets are strained,
populations live longer, and chronic rather than acute conditions become the main medical problems.
Regenerative medicine, triggering the body’s own repair mechanisms or culturing replacement tissues outside the
body, touches on the identity-affecting issues of transplantation and artificial implants47 but may circumvent
some of their problems such as scarcity (at the price of invoking the controversies of stem cell therapy instead).
Effective preventative medicine requires the acquisition of high-quality epidemiological data, something that is
both supported by widespread personal augmentation and digital medicine but also involves issues of data
ownership and commercialization. Methods of preventative and regenerative medicine also closely mirror
performance enhancement in sport, putting further pressure on the distinction between acceptable therapy for
the public and for athletes.
A growing issue is medical privacy, as health care records are becoming digital (and hence easily copied), possibly
owned by the patients, while methods (and demands for) drug-testing and genetic sequencing are advancing. It
is increasingly possible to gather medical information without consent or through apparently innocuous queries.
A case in point is using search engine queries for detecting flu outbreaks48. While this is data on the population
level, other projects are investigating queries indicating STDs or multidrug-resistant TB, where detecting high
risk individuals from the queries might be possible and relevant from a public health perspective yet carries
significant effects for the identified individual. The ”inferential promiscuity” of medical data, combined with the
growth in online globalized data sharing, better data mining methods and new forms of medical sensors suggest
a situation where different views on medical integrity, national laws, globalization, and rapid technological change
will produce major stresses on current policies.

Personalised health
Personalised health fits in with the individualistic trend in society, increasing customisation of technology and
services, a plurality of views of what constitutes health, clients considering themselves as health customers rather
than patients, and emerging technology that allows both individual diagnosis and treatment. In turn, it drives
interest in patient ownership of medical records (allowing them to easily move between health providers),
lifestyle or enhancing medicine, and prediction of future health.
Rapid advances in microtechnology have profound effects on the healthcare system. Cheaper, networked, multipurpose sensors are emerging, turning everyday objects into potential measuring devices and enabling simple
46
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Methods of sequencing genomes are rapidly falling in price and becoming more accessible. Over the next
decade personal genomics will become widespread and create several policy issues. In our culture there is a not
uncommon view of the genotype as being a form of ‘true self’, something that not just shapes one’s life and
contains traces of ancestry, but actually embodies some form of essential ‘genetic identity’. While this view does
not work well philosophically (despite being used in international human rights declarations49) genetic
information does link strongly to important personal attributes such as health, ancestry and identifiability.
Cheap personal genetic testing and sequencing available as mail-order breaks the genetic diagnostic monopoly of
the healthcare system, leading to patients aware of some of their genetic risks or strengths. This will affect the
information difference between them and insurance companies, health care providers and other bodies. On one
hand there is a risk of pre-employment genetic screening or insurance companies discriminating against people
with disease-promoting genetic variants (e.g. increased risk for occupational asthma or cancer). There might even
be some selection for particular genetic variants, for example in sport50 or for reduced risk of occupational
illness. On the other hand, if insurance companies are prevented from or unable to take part of the information,
there is also risk of adverse selection, where people with ‘safe’ genes do not buy health insurance (increasing the
cost for the rest) or people with risky genes buy extra insurance (reducing the margins for insurance companies).
The ethics and legal issues surrounding asymmetric genetic information is outside the scope of this report, but is
already a major topic in bioethics51.
It will also contribute and drive the demand for personalised health care. How people will interpret their genetic
identities is uncertain. On one hand our individual genomes influence much of our biology and are easy to link
to cultural ideas such as traits or personal essence being “in the blood” or even that there is some sort of genetic
destiny. On the other hand the relationship between genes and how life turns out is far from deterministic: most
genetic variants at most give a slight predisposition towards certain states, and the interaction between genes,
environment and life choices can be complex. It is possible that over the next decade the flood of genetic
information will lead to many erroneous beliefs about what can be deduced from the data, which then gradually
get turned more realistic by experience. This may suggest a future need for public education about genetic
information and testing52.
While much discussion has dealt with individuals gaining genetic knowledge about themselves and whether other
institutions (employers, insurance companies, police etc.) have a right to learn about this, personal genetic testing
also raises the possibility of gaining genetic knowledge about other people. Each individual leaves countless skin
flakes and hair follicles behind every day. Thanks to methods such as PCR amplification even a small sample is
enough to produce genetic information. It is hence likely that it will be hard to safeguard “genetic privacy” from
non-institutional nosiness. The genetic risks of public figures may soon end up in the hands of tabloids and
bloggers.
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Another issue with personal genomics is sharing of genomes. While genetic and medical information is sensitive
to healthcare institutions, individuals may choose to make their information public for a variety of reasons. For
example, a number of researchers such as James Watson and Steven Pinker53 have already made their sequences
public, and the Personal Genome Project has recruited several thousand volunteers to have their genomes
sequenced and made public54. Policies attempting to safeguard genetic privacy will have to deal with some
individuals relinquishing it. Public sharing of genomes can enable new forms of epidemiology and open research,
but also pseudoscientific uses or attempts at defining genetic group identity, “genetic nationalism”. It will likely
be hard to prevent people from testing themselves or forming misconceptions, but educating against serious
fallacies might be possible.
There is also the possibility of significant individual/group differences in behaviour traits (such as cognitive
ability) being discovered. At present the academic and political views tend to downplay the relevance of genetic
differences to social outcomes, which nicely fits with the values of liberal democracy. As genomics advances
politically problematic findings may crop up, apparently challenging the view that all people are equal. For
example, intelligence appears to be influenced by hundreds of genes, each only contributing less than a 1% of the
total variation55, making testing for ‘geniuses’ or smarter groups of people unlikely. However, these early studies
have not been large enough to detect the effect of rare variants that might have big effects. The Beijing
Genomics Institute is currently investigating a large number (1000+) of high performing students, and might
discover relatively rare alleles with significant effects or geographic/ethnic differences56. Handling the
opportunities and conflicts of such results would require special foresight, in particular recognizing the ethical
difference between persons and their genomes.

The medicalization of conception
Thanks to contraception sex and reproduction have been separated. The next step is the increasing use of
reprogenetic technologies57, technologies that reduce the role of the vagaries of biology in reproduction.
Fertilisation can be controlled in a large variety of ways, and given present trends reproductive technologies are
going to become both much more powerful and likely more widespread in the near future.
Gender selection through sperm sorting is already in use, undermining regulations seeking to prevent gender
selection58. IVF (”test tube babies”) is used to deal with an increasing range of fertility problems, and also acts as
a cornerstone technology for a number of other technologies with more problematic implications such as PGD
(which allows selection for or against traits/illnesses), embryo freezing, cloning and generating sperm or eggs
from stem cells. Although such technologies do not allow radical changes to the genetic endowment of children,
they do allow some control and have fewer of the drawbacks of germline interventions (see below).
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Britain has a relatively low rate of fertility treatment compared to other European countries due to limited NHS
funding for treatment (circa 1.5% of all babies born in the UK are born after IVF or ICSI59). It is likely it will
increase in the future due to high demand and/or that the number of couples going abroad for treatment will
increase.
Such fertility techniques are relatively costly, an emotional burden and sometimes invasive, but parents are often
highly motivated to have “their own” children. Given the willingness of people to go abroad to conceive if they
cannot get the right treatment at home, control over fertility technology is going to be an international issue
(obviously complicated by radically different ethical and cultural views even in neighbouring countries). From a
personal identity perspective being born from fertility techniques does not appear to have had any untoward
effects on IVF babies60. Given that children born this way are by definition desired children this might be
expected. A larger concern might be the increasing medicalization of reproduction itself, which means parents
will turn to medical authorities (and hence, to the government) for assistance with it.
Another important trend may be the change of reproductive span – people are postponing birth due to
education, professional choices, and possibly longer lives. This is limited by menopause and concerns about
increased risks for complications at higher parental age. With embryo freezing this can partially be ameliorated,
but further increases the demand for reproductive technology. Older parents are not in themselves a problem,
but we should expect to see different family structures and hence a change in family identity. For example,
longer lifespans seem to lead to “beanpole families” with just a few members of each generation but more
generations present, while delayed childbearing would reduce the number of generations present and increase the
variance of ages of cousins and other parts of the family network. The social effects are hard to predict, but will
likely include a further weakening of social bonds to relatives compared to bonds to friends and neighbours.
Social institutions relying on strong family bonds will hence be weakened.

Genetically modified humans
Genetic modification is increasingly a standard technology in biomedicine and biotechnology. In the long run
this may be a key technology that will change human nature profoundly. However, over the next 15 years its
direct impact on personal identity or the human species is likely to be minor. This is largely because of the slow
conversion of complex scientific discoveries into usable technologies, as well as the long human generation time:
the designer babies of today will just be teenagers in 2026.
Germline genetic engineering, the modification of the genetics of a fertilized embryo, is possible but poses risks
to the developing organism in terms of higher risk of abnormal development or spontaneous abortion61. Animal
models of e.g. improved memory, extra photopigments, slowed ageing, lower cancer and obesity risk, increased
strength and running endurance exist 62. But few, if any, appear to be so radically useful that they would
motivate the sizeable extra effort and risk of genetic modification. This is likely to discourage most attempts at
modifying human embryos in the timeframe since parents are unlikely to want to risk significant side effects or
59 http://www.hfea.gov.uk/2588.html
60

Henny Bos and Frank van Balen, Children of the new reproductive technologies: Social and genetic parenthood, Patient Education and
Counseling, Volume 81, Issue 3, December 2010, Pages 429-435, Karin Wagenaar, Mirjam M. van Weissenbruch, Dirk L. Knol, Peggy T.
Cohen-Kettenis, Henriette A. Delemarre-van de Waal, Jaap Huisman, Behavior and socioemotional functioning in 9-18-year-old children
born after in vitro fertilization, Fertility and Sterility, Volume 92, Issue 6, December 2009, Pages 1907-1914
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The success rate, the number of embryos that express the new genes, is also a disappointingly low 10% at present. Several fertilized
eggs would be needed modified and tested to ensure the birth of a modified child.
62 http://www.aleph.se/andart/archives/2007/11/top_10_genetic_enhancements.html
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multiple IVF cycles unless the benefits are perceived as great63. The benefits to the child might also not accrue
until they are adult, at which time other technological enhancements might provide cheaper and more
convenient ways of achieving the benefits. However, as discussed above, other forms of reproductive
technologies hold more significant promise.
Somatic genetic engineering (”gene therapy”) where an existing person has the genes of some cells altered, has
had practical problems in fulfilling expectations, but might develop well over the next decade. Beside therapeutic
uses it might be used for enhancement, for example as “gene doping” in sport. This might be cause for health
concerns, but does not seem to alter the core self or social identity significantly differently from other forms of
enhancement.

Biohacking and biosecurity
Synthetic biology is a rapidly emerging field, drawing both on the advances in biotechnology and the engineering
approach to creating controllable, modular systems. It also often draws on the open-source ethic, seeking to give
more people access to modifying biology. While this might be of democratic, scientific, and economic benefit, it
also implies that potentially dangerous biotechnology will be in more hands. For example, current biohackers are
designing modified lactobateria intended to produce vitamin C in the gut64: it would not be too hard to use the
same mechanism to produce drugs or poisons. Modification of highly infectious agents may raise even greater
biosecurity concerns.
Advances in neuroscience may produce substances that affect cognition in manipulative ways. Neuroagents
(intended to affect the cognitive abilities of the enemy)65 are already part of some chemical arsenals, and there is
much interest in “less-lethal weapons”. Peptides such as oxytocin have some pro-social effects, raising the
spectre of chemically supported social cohesion66. While full-blown mind control is unlikely, attempts at
influencing the minds of the public might occur or be a concern. Conversely, identities based on altered states of
mind already exist and more specific neuroagents might enable new forms of ‘drug cultures’ to form.
Issues of biosecurity such as the risk of bioterrorism and pandemic defence affect people's concerns and views
of themselves. The relative benefit of privacy versus perceived risks of biothreats will be hotly debated.

Life extension
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It is not unlikely that there will be some “designer babies” born over the next 15 years in the world regardless of these
concerns. They are however likely to be rare, and will mainly affect policy by being the focus of initial moral outrage and
concern.
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People and cultures have definite views on what it means to be of a certain age and what social roles they have –
teenager, adult, middle aged, retiree, etc. These identities can change, as with the “invention” of the teenager in
the 20th century70. Changes in life course will likely lead to reinvention of what these ages mean. Today the
elderly are increasingly separated into a young-old (65-85), old (75-85), old-old (85-100) and even an elite-old
(100+) category71. A large population of fairly active elderly are challenging the view of old age as a passive state,
often regarding themselves as subjectively decades younger than their chronological age72. Some people refuse to
accept ageing (social or biological) aiming at “amortality” and fuel the demand for life extension as well as the
dissolution of fixed age categories73. Institutions and policies based on fixed assumptions about the desires and
needs of different age groups will be challenged as people’s identities change.
Life extension may prove to be a disruptive technology even if it does not fully appear on the scene. Coming to
terms with mortality and setting up a plan for one’s life is important for maturing as a person. Many people have
invested much emotional capital in their narrative of their future and changes in the outlook can be profoundly
unsettling, even when the changes are hopeful or positive74. The irony is that many dreaded changes might be
less stressful than fervently desired ones. Managing expectations for the future is important both for the
individual (in order to avoid disappointment and maintain hope) and for society (in order to balance between
hype and dogmatism). Foresight-wise, it might be important to monitor state of the art in life extension so that
imminent progress does not surprise decision-makers and the public.

Human enhancement
As a side effect of developments in current curative and preventative medicine methods of enhancing human
performance have become increasingly available and show growing power.
Cosmetic enhancement has been a large industry for a long time, and is now increasingly joined by sexual
enhancement and personality enhancement (both pharmacological and psychological). Lifestyle medicine aiming
at improving well-being and particular life-choices is increasingly accepted, if not regarded as legitimate as
curative medicine. Sports enhancement is generally regarded as problematic but the border between
performance optimizing sports medicine and illicit doping is blurry. Cognitive enhancement, currently an offlabel use of treatments developed for therapy, is in use by healthy students and faculty despite concerns about
safety, efficiency and legality75.
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willingness to enhance them, while people were unwilling to enhance traits seen as central to the self (such as
empathy and kindness). While the study needs replication, the conclusion is not entirely surprising: we want to
improve ourselves, but not change who we think we really are. Enhancements that seem to amplify our ability to
live the lives we have chosen are going to be more popular than identity-changing enhancements.
Some enhancements might even appear to produce a “better” identity. Some patients quoted in Peter D.
Kramer’s Listening to Prozac (1993) expressed the view that their enhanced selves were their ‘true’ selves. Molly
Young, a student who used the cognitive enhancer
Adderall while at university, described her experience
Too confident for your own good?
as: “Adderall Me and Ideal Me were nearly the same
person, and I saw no reason not to dabble in my best
self.”79 Under what conditions such self-enhancements
The problem with enhancing apparently useful traits without
actually are authentic self-creation rather than merely
getting useful results extend beyond biomedical enhancement.
the delusion of improvement has been debated in
bioethics for some time; the answers are by no means
straightforward80.
Boosting self-esteem is widely seen as a positive goal and
pursued through a variety of psychological and social
Enhancement is here to stay, but at present there is
interventions, from self-help books to government courses.
little consensus on when it is appropriate or safe. It is
problematic to regulate since it does not fit into current
frameworks of medical regulation (or insurance)81. The
Yet there might not be an actual benefit to the individual or
disease-focused regulatory framework used for
society from just improving how they feel. Defending an
medicine will be increasingly challenged by people
unearned feeling of superiority is a common reason for
seeking to improve their well-being (especially in a
aggression and bullying. Most boosts to self-esteem also have
health care system where people are more customers
few lasting effects. Having an accurate self-assessment – and
than patients) or work performance. Treating a sizeable
the ability to handle it – is more important than feeling good
fraction of academics as drug users or ‘doped’ might be
for building actual self-esteem.
problematic82, especially if some forms of enhancers
provide intellectual and economic benefits to society.
Conversely, workplace or cultural pressures to enhance
might become excessive. Criteria for proper enhancement use need to be developed, but there is a lack of
relevant information about benefits and risks, as well as a lack of integration with changing social norms.
Research into the safety and efficacy of enhancers is needed to create policies that reflect real-world practices and
promote health.

Implanted identity chips

79

Molly Young, Kickstart my heart, N+1 Magazine, 23 Jan 2008, http://nplusonemag.com/kickstart-my-heart

80

See for example the contributions in Enhancing Human Traits: ethical and social implications, ed. E. Parens, Washington
DC, Georgetown University press 1998, David Degrazia, Prozac, Enhancement and Self-Creation, The Hastings Center Report,
30:2 (Mar-Apr 2000) pp. 34-40, and Enhancing Human Capacities, eds. Julian Savulescu, Ruud ter Meulen, Guy Kahane,
Wiley-Blackwell, 2011.

81

Nick Bostrom, Anders Sandberg, Cognitive Enhancement: Methods, Ethics, Regulatory Challenges, Sci Eng Ethics (2009)
15:311–341

82

An informal poll of the scientific journal Nature found that about 20% of the respondents had tried cognition enhancing
drugs: Brendan Maher, Poll results: look who's doping, Nature 452, 674-675 (2008)

39

Implantable RFID transponder chips already exist and can be used to identify individual humans: a radio signal is
received by the transponder, which returns a signal identifying which chip is present. The motivation to approve
them for human use (they are widely used for identifying domestic animals) was at least in part to help identify
and track elderly with dementia and children, but they can also act as medic alert bracelets linking the person to
their medical details in a database and access control in building complexes. While there is no shortage of
paranoid fears over the technology there are also a number of amateurs who voluntarily implant transponders as
part of ‘body hacking’. Transponders are used for VIP access to nightclubs (the futuristic nature of the implant
adding to the sense of exclusivity), to control gadgets or even produce music.
While RFID implants may appear sinister, the creative amateur uses suggest that the key issue is rather who
controls implantation and access to their information. They are ethically problematic if required for work or
otherwise imposed on people, because of their
Infected by a computer virus
invasiveness, possible health risks and privacy eroding
83
effect (since they cannot easily be turned off) . While
the chips might appear to provide a convenient way of
establishing identities it has turned out that many
Researchers at Reading University have experimented with
implanted RFID transponders on themselves.
models are relatively easily copied or removed,
providing an illusory security. Implanted chips are
hence likely to remain a form of technophiliac selfexpression, while other identity technologies (see the
One interesting experiment done by Dr Mark N. Gasson
earlier section) allow identification without implants.
involved deliberately placing a computer virus inside the data
of his implant, so that if his tag was read by the building
system it would infect it. He made himself the first human
infected with a computer virus. While a useful reminder of
the security issues of this emerging technology, Gasson also
points out that it blurs the boundaries of the body of the user.
Brain-computer interfaces and other
The body of the user includes the transponder, but also in a
implants
sense the field of information it projects. Rights of bodily
A set of technologies that are likely to advance
integrity might include the right not to have one’s implants be
significantly over the next decade are methods of
infected by foreign software.
reading and interpreting brain activity, interfacing the
nervous system to computers and to integrate
implanted devices with the body’s functions. The
current drivers are largely medical needs and basic
neuroscience research, although there is some interest
from military groups and as experimental computer
interfaces.

Mark N. Gasson, Human Enhancement: Could you
become infected with a computer virus? 2010 IEEE
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Brain-computer interfaces can either be invasive, requiring implantation inside the body, or non-invasive,
requiring only external equipment.

Invasive BCI
Invasive BCI (multielectrode arrays, optogenetics) may prove very significant to the life quality of relatively small
groups of disabled people, but are unlikely within the timeframe of this report to become safe, cheap, and easy
83
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innovations in the field of prosthetics and freely
sharing the designs”86. It uses an open source
approach that was codified and refined within the
software
community,
strengthened
by
the
development of globalized telecommunications
allowing users (even when physically distant) to form
collaborative projects. Development of personal
manufacturing technology87 also makes it increasingly
possible for such groups to not only design
prosthetics but to build them. This in turn allows
extreme customization, allowing designs to fit the
individual and idiosyncratic needs of different users.
The “Pimp my Arm” discussion88 allow users to
communicate needs and ideas, not just in terms of
basic function but also extensions beyond replacing
normal function: prosthetics that "receives and
displays text messages from friends, plays mp3s and
videos or perhaps acts as a flamethrower." As noted
by designer Hiromi Ozaki,
“It seems logical to think that the design of
something so immediate – our body- could be
accessible and modifiable by ourselves, but
how will those designs evolve outside of
science, medicine and military? How will the
amateur culture manifest in the design of
bodies, will we begin to see prosthetics
designed for extremely personal uses, for
comfort, obsession, crime, sleaze, curiosity
and pleasure?”89

The transparent brain

There exist several non-invasive methods for monitoring
brain activity:

EEG is the oldest method, using electrodes on the scalp to
record average brain activity. Commodity EEG systems
intended for games and mental training exist.

MEG uses the magnetic fields produced by the brain. It
shares the time resolution of EEG and can localize activity
better, but requires very sensitive magnetic sensors and
shielded rooms.

NIRS stands for near infrared spectroscopy and makes use
of the fact that the human body is fairly transparent to
infrared light, and that different levels of blood oxygenation
can be distinguished. NIRS is more portable than some of
the other imaging methods but can only image activity on the
brain surface.

PET, positron electron tomography, and SPECT, single
photon emission computed tomography, makes use of injected
radioactive tracers that collect in brain regions that are being
used. They require expensive stationary scanners and
administration of tracers.

Ethicists have been mainly concerned about the ethics
of implants that modify identity, especially by
changing personality90. Personality could be directly
affected, or indirectly affected if the implants for
fMRI, functional magnetic resonance imaging, uses strong
example allow increased cognitive abilities that change
their perspective on life – obviously this can be a positive change in many situations. From a medical ethics
perspective, the patient’s sense of personal identity and mental continuity is more important than other people’s
views. But psychological identity is a dynamic structure that needs to be actively maintained. Memory is clearly
important for this and memory-affecting technologies can have effects on identity by influencing the narrative

86 http://openprosthetics.org/
87 Neil Gershenfeld, FAB: the coming revolution on your desktop – from personal computers to personal fabrication, Basic Books, New York, 2005
88 https://groups.google.com/group/openprosthetics/web/pimp-my-arm?pli=1
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from experts94. Other studies have decoded which
drink test subjects preferred by measuring brain
activity95, levels of pain in a civil lawsuit plaintiff96,
viewed images97, racial attitudes98 or political
orientation 99.
It might be possible to identify which individuals can
perform optimally in demanding environments such as
athletics or military combat100, or might behave in a
This suggests that some
discriminatory way101.
neurotechnologies might be used for selecting people
for jobs, in turn raising worries of “neural
discrimination”. If the method is actually accurate in
estimating future performance this selection is
legitimate, but given the past track record of faddish
job selection methods and the wide range of human
neural variability there are good reasons to be sceptical
until strong evidence is found.
These possibilities raises issues of both “neural
privacy” and “neurohype” – people’s right to maintain
a private mental sphere, and the tendency to use results
or technologies with weak scientific support (see
below).

Turning off critical thinking

Neuroimaging (like much science) is held in high esteem, and
claims that a conclusion is supported by neuroscience are
often accepted uncritically. A good example is a study by
David P. McCabe and Alan. D. Castel , where versions of
a fictional scientific article without illustrations, with
irrelevant bar charts or with irrelevant brain images were
shown to undergraduate students who were then asked to
rate the soundness of reasoning in the articles. The general
effect of the irrelevant brain images was to increase the
ratings of soundness, despite them having nothing to do with
the argument.

While a more critical view of neuroimaging evidence will no
doubt develop as society gains more practical experience with
it, this process will be slow and in the meantime many
overconfident individual and collective decisions will be based
on weak neuroscientific evidence.
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Cognitive technology, neural privacy, and neurohype
While brain interfaces and imaging are the most dramatic examples of how the brain is becoming more
transparent there are many other fruits of cognitive science that might prove useful.
There is growing interest in using cognitive science in social domains. There are many calls for using it to
improve education102. Happiness research has been claimed to be relevant for guiding public policy103.
Neuromarketing attempts to ground marketing in neural responses, while neuroeconomics looks at how
economical activities are reflected in the brain. The neuroscience of ethics attempts similar understanding of
how ethical thinking and decision-making is done in the brain. Such research might lead to improved
understanding of decision-making, as well as better methods of manipulating it.
Human decision-making has many biases and quirks due to our evolutionary past and the practical limitations of
thinking, some which lead to systematic mistakes that impair our ability to live happy lives104 or cause significant
economic losses105. “Nudging”, exploiting cognitive biases or other aspects of human decision-making in order
to achieve certain ends, is currently popular as a component of “soft paternalism” where people are biased
towards desirable choices but in principle free to choose differently106. Better manipulation techniques are
however morally problematic because they circumvent the conscious, (partially) rational decision-making of
people, raising issues of how responsible they are for decisions they have made under the influence of effective
persuasion. Is my decision truly mine if it would not have happened unless a particular nudge had come by? Can
I foist responsibility onto the people or organisations that deliberately influence my behaviour?
Over the next decade cognitive technology will improve and various applications will mature. However, there is
a significant risk that many such applications will be based on mistaken ideas or overhyped technology.
Materialist/computationalist folk theories of mind appear to be growing in popularity, largely due to the flood of
emerging neuroscience and the apparent explanatory power of it. Neuroimaging is often seen as giving direct
evidence of mental states. This can lead to mistaken beliefs (both among the public and in government) about
what is known about the mind and the individual, its implications, as well as how much it can be changed.
Blaming brain states (“my serotonin is too low”, “school children are not developing their mirror neurons
enough to be empathic”) can medicalize policy discussions without contributing much. At the same time, better
understanding of the basis of human behaviour could possibly produce important insights that might affect
policy – but such insights could clash with traditional values or folk psychology. For example, effective
treatments for criminal recidivism might appear like rewarding criminals, running counter to concepts of fairness
and retribution.
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There are many examples where new technology has been sold to government in the UK and elsewhere without
having much scientific foundation, especially in regards to deception detection107. Resistance to overselling
might be low because agencies lack the scientific knowledge to judge claims, and once the system is in use it will
acquire a veneer of respectability by association as well as create incentives for suppliers and the agency to claim
it was an effective investment. Often the real function of such technology is indirect: by (inaccurately)
purporting to have a way of finding out the truth the authorities can increase the likelihood of a subject telling
the truth. Since neuroimaging purports to reveal information about the mind and nature of the tested person
(what they “really” know, prefer or think) this makes it extra sensitive. An important policy issue is how to
ensure that acquisition and use of new neurotechnology will be based on evidence and science, and not just
convincing marketing.
Mental privacy is harder to breach than it might first appear because it is not just a technological issue but a fairly
involved philosophical problem: the relationship between the subjective contents and working of our minds and
our brain activity is complex and conceptually unclear. While we can be confident in great strides in
neuroimaging over the next 15 years, there is far less reason to think that these advances will lead to
corresponding breakthroughs in the philosophy of mind. This matters because without a firm link between
measurable brain states and morally/socially important mind states, the conclusions drawn from the imaging will
lack validity. In the light of the concerns about overconfidence in neuroscience this could lead to problematic
abuses where people or groups are discriminated by brain states that will later prove to be irrelevant.
Effective brain imaging methods could make previously private mental states accessible. Detecting deception,
preferences and emotions does raise important ethical concerns – in order to function as individuals people need
the freedom to consider options and their life freely, even if their actions are morally and socially constrained.
Safeguarding the proper use of “mind reading” technology through regulation will be important since it purports
to reveal aspects of our true selves.

107 For example, the UK Border Agency’s pilot project for DNA and isotope testing for nationality: John Travis, Scientists Decry
"Flawed" and "Horrifying" Nationality Tests, U.K. Border Agency Docs and Expanded Reactions, Science 29 September 2009
http://news.sciencemag.org/scienceinsider/2009/09/nationality-tes-1.html, the use of voice stress analysis to fight absenteeism,
http://blog.practicalethics.ox.ac.uk/2008/05/a-pipeline-to-truth-fighting-absenteeism-with-voice-analysis/ , various forms of electronic
voting, deception detection and biometrics.
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5. Wildcards
This report has examined mostly technologies that can be reliably predicted, simply because they are already in
increasing use or likely results from present research and trends. However, it should be noted that such
extrapolations often miss surprising new developments. In fact, given past experience with how technology
affects society, we should view it as highly likely that over the next 15 years there will be at least one major
transformative technology that will surprise society (and, in retrospect, its importance will appear entirely
obvious).
A particular example of a wildcard would be human-level artificial general intelligence, software that can perform
most intellectual tasks that humans can. AGI is a game-changer, since it could potentially very rapidly make
automation far more powerful and lead to massive geopolitical, economic and social changes as a consequence.
At the same time there is no clear way of estimating progress towards the goal: the past 50 years of research has
not provided many useful benchmarks. The possibility remains as a problematic (albeit low-probability108)
wildcard that might occur with relatively little warning.
A reliable deception detection system would be another wildcard. At present the mainstream forensics and
cognitive science community have little expectation that such a system could be achieved, as evidenced in the
discussion earlier in this report. However, this mainstream view might turn out to be mistaken and a system that
gave reliable enough results could appear. Such a system would have radical impacts far outside the obvious law
enforcement applications, but exactly how this would affect business, politics, employer-employee relations and
social views on ethics is hard to predict. For example, would voters demand to see evidence that politicians truly
intend to implement their promises? Would random checks of citizens for harbouring antisocial plans be
regarded as desirable? Would restrictions on private use of deception detection be accepted?
Radical life extension is another wildcard. A set of breakthroughs in slowing human ageing could occur, and
even with the transition from laboratory to medical practice taking several decades the effects would be
important even in the early years. Even if nobody expects life extension but it does occur at some point within
(say) the next 50 years, several current cohorts would have a far greater mean lifespan than is currently estimated,
since they will benefit from the technology once it arrives. This in turn strongly affects pension planning by
increasing the financial risk. Future unpredictable technologies can hence have a potential impact in the present,
mainly by increasing the uncertainty about many estimates.
Nanotechnology is, perhaps surprisingly given how often it is mentioned in futurism, less of a wildcard (within
the 15-year timeframe), and is better viewed as a driver and enabler of many abovementioned technologies.
Nanotechnology will play important roles in many technologies but is not expected in itself to change human
identity or society strongly in its early forms. Rather, breakthroughs in nanotechnology speed the pace and the
power of other technologies.
Wildcards are hard to plan for, but serve as a useful reminder to planners to retain adaptability to unforeseen and
rapidly developing circumstances. Policies that are robust – they work in many possible futures and not just the
one expected or desired – are preferable over policies that require certain narrow conditions. Evidence from the
research into cognitive bias show that humans typically are overconfident in their own ability to predict the
future.
Conversely, expected technologies also cast a “shadow of the future” into the present. Even if a technology
does not yet exist, it can be sufficiently plausible or merely expected to affect policies. For example, we currently
think we have good reasons to expect much faster computers in the future and hence plan some projects on this
assumption. If there is a belief life extension is going to arrive, choices about pension planning would be
108
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affected. While wildcards challenge our ability to adapt, expectations are often self-fulfilling prophecies.
Managing hype and disappointment is of increasing importance in a media- and communications-saturated
society.
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6. Some general issues
Generational issues
People live will live longer lives, and will expect to live long lives. This makes them somewhat more long-term
oriented109 and willing to postpone phases of life such as getting a job, forming a family, or retiring. Typically
the variance of health and wealth increases with age: some will have accumulated savings, others will be poor,
some will be spry, and others have major medical needs. Already age-centred identities appear to be on wane:
there is no longer one expected way of being teenager, middle-aged, or elderly. People are inventing new kinds of
age-identities.
Longer lives also mean that people from more generations will be living in the same society. They will have
dissimilar backgrounds and cultural assumptions as well as different formative experiences. While the difficulty
that older people have in learning new technology is often exaggerated, it is not surprising that people of
different generations have different social needs and motivations that influence whether they adopt (or abandon)
a technology. Since many identity technologies are tied to particular media technologies (such as handwritten
signatures, phone numbers, email addresses, Facebook identities, etc.) different patterns of media use will affect
what kinds of identity technologies different generations will use or find acceptable. Assumptions that all of
society (even ignoring multiculturalism) shares the same intuitions about acceptable levels of e.g. privacy will
likely fail. Disagreements between and within generations about which norms are appropriate in different social
contexts are also likely.
It is hence important for government and other institutions to be as neutral as possible about what media are
used for identity purposes if they want to ensure that all generations will have equal access to their services.
How to accommodate the growing diversity of social opinions within an open, pluralistic society is another
major challenge for political philosophy and decision-makers.
In a long-lived society, wealth transfer between generations becomes more uneven. Young people tend to have
less wealth than older people, and as they age they accumulate capital until they retire. Inheritance from parents
occurs increasingly late in life, at which point they give extra capital to people already fairly self-sufficient. In
addition, older people – so long as they remain healthy and vigorous in mind and body – sometimes have
accumulated human capital (education, skills, social network, impressive CVs, etc.). If they are not seen as
impaired due to ageism, poor health, being likely to retire soon or being ‘behind the curve’, they have some
potential advantages on the labour market over young, untried people. Better health means that people can work
longer before they retire. These disparities might drive increased inter-generational conflict and demands for
new forms of equalisation.

The vulnerable
In any situation vulnerable people are, by definition, disproportionally likely to suffer distress. Vulnerability is
typically linked to lack of resources (economic, social, or medical), making them unable to withstand stressors.
In the case of identity we can identify several forms of vulnerability:
Identityless people have no formal identity or rely on identities that are not widely recognized. This group
includes illegal immigrants, the homeless, and people with no identity documents. Since access to many social
functions requires stating an identity, such people are excluded or are forced to rely on others to provide access
(and hence become vulnerable to the demands of these gatekeepers).
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Gaining the necessary social identity tokens (a phone number, an address, an email address) often requires
demonstrating other identity tokens: bootstrapping a legal and social identity is a major project. If there is a
consolidation of identity providers and digital identities, this will tend to benefit the insiders, while the
identityless outsiders may become even more excluded.
People who are vulnerable in some other social domain (for example by suffering an illness such as AIDS,
having been incarcerated in the past, holding unpopular views, or belonging to a sexual minority) can be harmed
if new identity technologies makes it hard or impossible for them to maintain the necessary separation between
these aspects of their life and other, public aspects. Again, strong links between different social identities due to
new technologies can easily lead to harm.
People who are limited in their ability to handle the multiple social, online, and psychological identities assumed
in the modern world will conversely be impaired in navigating the system. This includes people with diagnosable
mental impairments but also likely many ‘normal’ people who for various reasons are inflexible in identity
management. Both groups are limited in the range of technologies and institutions they can use and how they
can use them for their own purposes.
Victims of identity theft have had parts of their legal or social identity hijacked by others. The takeover can
range from someone sending false messages in their name (merely threatening reputation and social links) over
being subject to economic swindles to being falsely accused of serious crimes. More consolidated identities pose
a potential single point of failure giving evildoers access to a broad range of the person’s life. The cost of
repairing such an identity can be substantial. Unconsolidated identity systems may pose more possible points of
failure, but are less likely to totally ruin a social identity. Unfortunately it can be harder to cancel and restore
information in such systems.
People with ruined social identities have a harder time to recover today than in the past, since the cloud can
easily follow them - thanks to globalized media, reliable identity tracking, and long-term data storage. Migrating
to a remote location might not help if the locals can easily google why the newcomer moved in. There is a risk
that some people will become global pariahs. Recovering reputations and identities – especially ones lost through
no fault of one’s own – will be an important form of social rehabilitation.

The future of identity
Having a personal identity – being someone, with a past and a future – and having a set of social identities –
being someone to other people – is an important part of the human condition. Limitations to this ability are
fearsome threats to most people. It can be argued that our fear of death is actually a fear of identity loss. Many
people regard as the worst part of Alzheimer’s disease the gradual loss of narrative identity of the sufferer. Loss
of reputation has motivated people to murder and suicide. People are willing to undergo major trials – whether
participating in Big Brother on TV, study for a Ph.D., or undergo gender reassignment surgery - in order to gain an
identity that is meaningful to them.
Future technology is unlikely to change this over the next 15 years. Even with truly radical future technologies it
is unlikely that humans will want to use them if they involve unwanted changes to their identity110. Instead,
people will be interested in technologies they think will enhance their identities: broaden their social network and
burnish their reputations, amplify personality traits they feel are valuable, and allow them to do things they
consider to be expressive of their “true selves”.
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This is in line with the growth of self-expression values found by the World Values Survey: as societies become
better-off, the emphasis shifts from economic and physical security to subjective well-being, self-expression, and
quality of life111. We should therefore expect growing interest in technologies and institutions that help manage,
manipulate, and protect our identities. At the same, time rising expectations and demands will also make many
people more critical of existing institutions, finding them unfit to meet their needs. Allowing public participation
and maintaining trust is increasingly necessary not only for public institutions but for enterprises and
technologies.
Future public policy will need to take into account some of these expansions of personal identity: in a world with
technologically enhanced identities, people are likely to be as fiercely protective of their digital assets, online
reputations, “exoselves”, and biomedical enhancements as they are of physical possessions and bodily integrity
today. While there is a trend towards a high degree of openness about personal information, especially among
younger generations, the desire is still to maintain control over this information. People may freely share much
of their lives, but strongly react to attempts to exploit it or manipulate it in ways they do not approve.
Technology amplifies the many very human inconsistencies in how we treat our identities.

111 http://www.worldvaluessurvey.org
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7. Concluding remarks
Personal reflections by Anders Sandberg
Over the next 15 years we are going to see the first generation that have lived their whole life in a network
society reach maturity. To them the social Web 2.0, reachable at all time and anywhere, is the normal medium
for social interactions. Whatever their values and views on identity will be, they will have developed within and
as a response to rapidly changing new media. To them identity management will be second nature, and they will
likely invent radically new ways of holding and seeing their identities.
But the timescales of societies are much longer than a decade or two. In 15 years time most people currently in a
career will still be in one (if not necessarily the same). Most institutions will not have changed radically, if at all.
A new political generation will have risen to power but embody views they developed 10 years ago. Many people
will still hold views on how things should be set in the 1940’s and 1950’s. We will be living in a society that
stretches over a far greater range of values and visions than ever before.
In the long term, radical change is in the cards. The ways in which societies function are limited by information
technology just as they are limited by available food, energy and space. At the very least the recent information
technologies will allow entirely new ways of organisation, just as writing enabled formalized civilizations and
printing parliamentary democracies. The new possibilities will demand radical changes in existing institutions or
lead to the formation of new institutions that attempt to supplant them.
Significantly disruptive technologies are on the horizon beyond the next decade; while we cannot guess today
which wildcards will play out it would be highly unlikely that nothing happens. The next 15 years might be the
calm before the storm, a period where many technologies that will eventually change the human condition will
be taking their first modest steps.
Personal reflections by Nick Bostrom
The biggest story in this area over the next 15 years will probably be the continued improvement of information
technology.
Progress in information technology will drive the trend towards a more transparent society. It will become
increasingly feasible to implement surveillance systems that operate on a massive scale and that automatically
keep track of where people have been, whom they have met, and what they have done, said, or written. In
response to threats to the social order (such as following a high-profile terrorist attack), there will be calls to give
the police and intelligence agencies expanded remits to monitor the population and to act pre-emptively on the
data they gather. If the surveillance powers of the state are expanded in this way, they need to be
counterbalanced by an equally empowered citizenry. The transparency must be two-way: not only from-aboveto-below but also from-below-to-above. People need to be able to watch their watchmen. Thus, it may be
important to protect private “sousveillance” efforts – for example when citizen turn their cameras on the police
to document abuse; or when whistleblowers reveal misuses of power; or when groups of private citizens seek to
build their own surveillance networks to pool their own recordings and information.
Another important dimension of information technology is its impact on social space and online identity. Social
interactions and public debate are increasingly moving online, giving potentially huge power to (private or
foreign-owned) corporations such as Facebook and Google. Recent events e.g. in the Arab world have
demonstrated the leverage of social media in organizing popular movements. However, network effects and
scale economies might dictate that a tiny number of social spaces will grow to encompass an overwhelming
majority of the users. It may be necessary for governments to keep a watchful eye to prevent monopolistic
practises by firms that own such spaces. At the same time, it could be an important objective for foreign policy
gently to encourage the unfettered use of social media and networking sites around the world, as a means of
empowering the citizenry and promoting democratic reform.
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Another big story will be advances in biotechnology and genetics (especially towards the end of the 15-year time
horizon). On the one hand, there will be growing concerns over bioterrorism and irresponsible use of synthetic
biology. On the other hand, human genetics will make significant strides, and the day when embryo selection or
genetic engineering are used on a large scale to enhance cognitive and other human capacities will draw closer.
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Appendix: Potential challenges to public policy from to identity-affecting
technologies (summarized from the text)


Technologies and policies that affect personal identity should allow people to maintain flexible social
identities, even if it might be technologically and administratively easier to create systems that forces
fixed identities.



Increasing individualization of health concepts and expected care. Individualized healthcare may prove
costly or hard to provide through state health care systems.



Expanding use of enhancement and lifestyle medicine will put pressure on the disease-focused medical
regulatory framework. “Health consumers” may turn into “well-being consumers”.



Genetic privacy may prove hard to maintain in the face of widespread, cheap testing technology.



Public education about genetic information and testing are needed in order to avoid misconceptions
about genetics and to promote informed decision-making.



Public institutions will have to adapt to a longer-lived population with changing self-images of different
age groups.



Acquisition of, and decision-making using, rapidly developing technologies such as neurotechnology and
biometrics need to be based on evidence and science, not just marketing.



Increased focus on adaptability and retraining due to automation and other causes of rapid change in the
labour market.



The importance of online identities and use of social spaces may grow to such an extent that that they
should be protected by legal rules and methods of appeal.



Identity technologies are likely drastically to expand surveillance capabilities.



The limits of privacy will be pushed by a generation growing up with life recording and “life sharing”
technology.



Globalized, diverse citizenry are likely to have multifaceted, possibly weak, relationships with the state in
which they reside, and to have widely divergent views on acceptable use of identity technologies.



In a world of remotely identifiable objects and persons, anonymity and secrecy become hard to
maintain.



Consolidation of identity providers may tend to increase social exclusion of identityless outsiders.



Some people may be harmed if new identity technologies make it hard or impossible for them to
maintain the necessary separation between certain aspects of their life.



Developing methods of identity rehabilitation may be important in order to reduce the risks for
vulnerable groups.



Foresight requires continual monitoring of progress in potentially disruptive technologies such as life
extension, reliable deception detection, psychological manipulation through neuropeptides, and artificial
intelligence.
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